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Digital Life Newsletter For Parents 
 
Dear Parents and Guardians, 
 
This month’s issue deals with protecting your privacy on Facebook.  I hope you 
find it helpful. 
Olga Garey 
WHS School Library Media Specialist  
 
Facebook has come under fire after Cambridge Analytica, a voter profiling 
company that worked on President Trump’s campaign, allegedly improperly 
collected and misused the data of approximately 87 million users. It has 
prompted a big investigation in the UK and lots of scrutiny in the US. 
Initially, people voluntarily handed over their personal information and friends 
data — they thought they were participating in a survey conducted by a 
Russian-American academic. What they unwittingly did was give their data to 
Cambridge Analytica. 
But that’s the point — people give away a lot of very personal information to 
Facebook. Then they just as quickly give it away to third parties without really 
knowing what in heaven’s name they’re doing with the information. 
Here are the three basic ways we’re handing over very personal information — 
our birthday, our “likes,” our preferences, who we’re friends with online — and 
how quickly it can be taken from us. 
 
 
 



1. The simple act of signing up for Facebook 

 
Facebook / Via Facebook.com 
It’s that simple. Some people think Facebook doesn’t have all that much 
information on them because they rarely use it. You may be a lurker. How much 
data can Facebook really have on you? 
A lot! If you’re curious about what kind of data Facebook has about you, you can 
follow these steps to download your personal Facebook history. In these archives 
you’ll find fun things you probably never thought were stored on a server 
somewhere about you. 
The archive contains a list of IP addresses that you’ve used to logged into your 
Facebook account, ads that you clicked on, and cell phone numbers associated 
with your account. 
Facebook also tracks this type of data you entered onto the platform: 

● A facial recognition ID that is associated with your photo and is used to identify 
images of you 

● Your maiden name 
● Credit card information 
● Your hometown 
● Your political views 
● Your addresses 
● Any networks you’re associated with — like colleges or companies you belonged 

to 

http://facebook.com/
https://www.facebook.com/help/405183566203254


2. The even simpler act of using Facebook 

 
Facebook illustration by Lam Thuy Vo / Via facebook.com 
Facebook keeps detailed data of all your preferences and every one of your 
“likes” — and it leverages that information for super-precise ad targeting. By 
reacting to Facebook posts, it’s kind of like you’re participating in an ongoing 
consumer survey exclusively for Facebook. 
Your activity log can give you a pretty good idea of your Facebook behavior over 
time. It’s a record of all your activities from today all the way back to the day you 
signed up for your account. Here, you’ll find every like, :haha:, :wow:, :angry:, 
:love:, and :sad: reaction you’ve ever made to a Facebook post; every video, 
song, and photo you’ve looked at, listened to, posted, and been tagged in. It also 
keeps every change to your profile you’ve ever made. 
Oh, and don’t forget your search history — including every ex you’ve ever looked 
up. 
Facebook also stores: 

● Every friend you deleted :eyes emoji: 
● Every status update you’ve ever posted 

https://facebook.com/
https://www.facebook.com/help/activitylog


● Every Facebook Messenger chat 
● Every place you’ve checked in 
● Friends you hid from your News Feed 
● Stuff you’ve searched for 

It’s all very personal and it’s all right there! 

3. Signing in to third-party apps through Facebook 

 
Lam Thuy Vo/ Tinder and Facebook 
Here’s where it really gets hairy. 
You know that convenient option of logging into a third-party app with your 
Facebook credentials? Once you click “continue,” you’re allowing this app — it 
could be Spotify, Farmville, or, say, a survey being conducted by a 
Russian-American academic connected to Cambridge Analytica — to access a 
ton of the precious personal data that Facebook has on you. 
For example, if you use Tinder via Facebook, you have to hand over at least 
some basic information about your public profile, which includes your name, your 
gender, and anything else you posted publicly about yourself. 
By default, the app also asks for access to a complete list of your friends, what 
genders you are interested in, your birthday, your work and educational history, 
any photo you’ve ever uploaded or are tagged in, any pages and groups you like, 
and your email address. 



 
Lam Thuy Vo/ Tinder and Facebook 
Unless you edit the default settings upon your first Tinder login — and you 
probably don’t — you automatically give the dating app all this data. 
These are only a few of the data points that apps may ask for. Here’s a complete 
list. 
Back in 2014 — when the academic linked to Cambridge Analytica, Aleksandr 
Kogan, used his app to collect data — Facebook users were also able to give 
third-party apps permission to gather not just personal information but also the 
information of their friends. At the time, this data included things like the 
check-ins, locations, and interests of a user’s friend. 
“The news about Facebook and Cambridge Analytica should serve as a reminder 
of the inevitable privacy risks in a world where a near-endless stream of personal 
information is collected indefinitely stored, analyzed, and re-used by marketers, 
identity thieves, and professional government snoops,” Corynne McSherry, legal 
director of the Electronic Frontier Foundation, told BuzzFeed News through a 
spokesperson. 
If you’re looking to update your app settings, here are some helpful tips. 
Lam Thuy Vo is a reporter for BuzzFeed News and is based in New York. 
Contact Lam Thuy Vo at lam.vo@buzzfeed.com. 
 

https://developers.facebook.com/docs/facebook-login/permissions/#reference-user_likes
https://developers.facebook.com/docs/facebook-login/permissions/#reference-user_likes
https://www.buzzfeed.com/nicolenguyen/how-to-revoke-third-party-apps-on-facebook?utm_term=.pfDEYx0Vz#.edMMNaerV

